UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Poc 1ap — Ty do — Hanh phuc
S6:1707 /TB-STTTT Tay Ninh, ngay08 thang 11 nam 2022
THONG BAO

Ve viéc chao gia thim dinh gia cho goi thiu
“Mua sam thiét bi phong, chong xdm nhap”

Can ctr Van ban s6 3802/UBND-KSTT ngay 03/11/2022 cua Chu tich Uy
ban nhan dan tinh vé viéc cho chu trrong “Mua sim thiét bi phong, chéng xam
nhap”.

S¢ Théng tin va Truyén théng moi cac don vi chdo gia tham dinh gia cho
61 thau: “Mua sam thiét bi phong, chdng xam nhép”. Cu thé nhu sau: (phu luc
kem theo)

H6 so chao gia gdm Bang chao gid cung cdp dich vu thim dinh gia (Gia
chdao hang bang VNP, bao gom thué).

Thoi gian nhan ho so chao gia [a 05 ngay tinh tir ngay ra théng béo. Pia
diém nhan hd so: S6 06, Tran Qudc Toan, Phudng 2, Thanh phd T4y Ninh, tinh
Tay Ninh. Di¢n thoai: 0276 3 824666.

Tréan trong./.

Noi nhin: KT. GIAM POC

- Cé4c Cong ty cung cap dich vy thim dinh gi4; PHO GIAM POC
- Luu: VT, TTGSDH.
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PHU LUC
Bang tiéu chuén ky thuat “ Mua sim thiét bi phong, chong xAm nhéap”
STT Tiéu chuin k§ thuat Donvi | S
tinh | lwgng
I. Hé thong IPS chay HA, 5 year license, support && hardware warranty
11 Thiét bi phong, chong Bo 5

xam nhap

Yéu cau chung

Kién trac Phan cimg
chuyén dung (Appliance)

Cho phép thuc hién nhiéu 16p bao vé, tir 16p tmg dung (application

layer) cho

té1 mue got tin (packet)

H) tro tinh ning IPS

Thiét bi hd tro tinh ning ngin ngira xam nhap (IPS) véi hiéu nang
malgh dam bao nang luc hoat dong cho ca mét chinh’séch lan dinh
tuyén mang. Tich hop tinh nang phong chong co ché anti-evasion

Niing hre thiét bi

NGIPS throughput

> 25,000 Mbps

Threat Prevention

throughput = 4,800 Mbps
New TCP > 368,000
Connections/sec. ’

TLS (1.2) Inspection > 8,000 Mbps

Performance

Giao dién ket noi




STT

Tiéu chuin k¥ thuét

Don vi
tinh

S6
lwgng

> 04 x 1GbE copper interfaces

Interfaces > 04 x 2.5 GbE copper interfaces
> 04 x 10 GbE Fiber interfaces

C6 thé mo rong (FleXi ~9

Port slots) -

Redundant Power Co

Kha ning mé rong

Link aggregation
(802.3ad)

Co hd tro 802.3ad interface link aggregation

Ho trg High Availability
(HA) - Kha nang du
phong

HJ tro cac co ché: Active-active(Clustering) hodc Active-passive

WAN Link Loadbalancing

HO trg da duong truyén internet, auto-link health check, automatic
failover, automatic va weighted balancing

Performance-based SLAs automatically select the best WAN link
based on jitter, latency, or packet-loss

Tinh nang IPS

Ho trg cong nghé Deep
Packet Inspection

- H6 trg Xstream TLS inspection (TLS 1.3) gitp ting hiéu ning xur ly
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- Xstream DPI Engine provides stream scanning protection for IPS,
AV, Web, App Control, and TLS Inspection.

- Xstream Network Flow FastPath ting toc kha ning xu 1y traffic

- Xstream SD-WAN cung cép performance-based link selection with
zero-impact re-routing, SD-WAN monitoring, multi-site SD-WAN
orchestration tools, and FastPath acceleration of IPsec VPN tunnel
traffic

Dinh danh ngudi dung

- Cho phép dinh nghia chinh sach theo tai khoan ngudi dung hoac
nhom nguoi ding cua hé thong AD

- C6 kha niang tich hop véi cac hé thong dé kiém soat ngudi dung:
Synchronized User ID, Active Directory, eDirectory, RADIUS, LDAP
and TACACS+

- Hb tro API-based authentication

Tinh nang IPS

- Hiéu suat cao v6i Next-gen IPS deep packet inspection engine

- Tich hop hang ngan mau dau hiéu (Thousands of signatures), duoc
cap nhat mot cach tu dong lién tuc tir nha cung cap

- Tu dong ghi lai luéng dir li¢u (Traffic Recording)

- HO tro tuy bién mau dau hiéu IPS ( custom IPS signatures)

- Ho tro IPS Policy Smart Filters enable dynamic policies

- Chinh sach kiém soat va ap dung theo Network, ngudi dung, ...

- HO tro tinh nang Advanced Threat Protection ( phat hién va ngan
chan céc két n61 C&C Server)

- Ngin chin cac hinh thtrc tn cong Flood protection: DoS, DDoS, Port
scan




STT Tiéu chudn k§ thuat Donvi | S
: tinh | lwgng
- Ngan chan theo vung dia 1y (Geo-IP)
-Hd trg Dynamic Sandbox Analysis, tich hop cac cong nghé
) s . . - Khé nang phan tich theo Aggressive behavioral, network va memory
Tinh nang phong chong

tan cong zero-day

- Phét hién hanh vi 1an tranh (Detects sandbox evasion behavior)
- Ngin chin cac hinh thtc khai thac, tin cong (Exploit Prevention)
- Tich hop kha nang phan tich dung Threat Intelligence

Anti-Virus Scanning

Tich hgp Dual Anti-virus scanning

Anti-Botnet, Anti-
Malware

- Str dung cong nghé Synchronized Security, Security Heartbeat dé
ddng bo trang thai gitta may tram va gatwaye dé co lap cac may bi
nhiém ma doc

- Banh gid mc do rui ro cua User dua trén hanh vi va ATP Triggers
(User Threat Quotient)

- Kha nang phat hién ngan chan ma doc (Malware, Viruses) xam nhap
vao hé théng dua theo mau tin cong va hanh vi ma ddc.

- Tinh ning ngin chin Botnet 1ay lan bang k¥ thuat Lateral Movement
Protection

Quan tri thiét bi

- Giai phap quan tri tap trung nhiéu thiét bi, quan 1y qua giao di¢n quan
tr1 GUI (HTTPS), CLI

- Phan quyén user: hd trg phan quyén da cip d6 nhu Supper Admin,
Admin, Helpdesk, Read-Only, ...
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STT Tiéu chudn k§ thuat Donvi | S
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- Ho tro khong gidi han quan trj vién
- HO tro Restful API dé tich hop véi cac hé théng bén thir 3
- HO tro luu bao cao (Reporting) trén local thiét bi, hodc luu tip trung
Thiét bi hd tro SNMP va | trén Central Reporting
Reporting - HO tro SNMP v3 va Netflow
- HO tro xuét log dinh dang syslog cho cic hé thong luu log bén thir 3
Bao hanh, hd trg k¥ thust | 5 nam dich vu bao hanh, ho tro k§y thuat theo tiéu chuan cua Hang
Advanced Malware .
12 Detection for -5 years license 2
Security Management
1.3 | Center subscription - 5 license 2
years
14 5 Years Essential license 5
Support
Il | Chi phi trién khai lap dit, hd tro ky thuat
- Chi phi trién khai lap dat ha
- Chi phi dao tao, huéng th 6i1g 1

dan str dung




