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DISITAL TECHNOLOGY GROUY e T DIGITAL TECHNOLOGY EHDU

NANG CAO KHA NANG PHAT HIEN TOAN DIEN VA UNG PHO VOI
CAC MOI BE DQA ATTT TRONG QUA TRINH CHUYEN POI SO

PHAM MANH HUNG
“VI'NG MAI MOT NIEM TIN” GIAM POC TRUNG TAM GIAM SATATTT DTG SOC



Cyberspece
k . Security

DIGITAL TECHNOLDGY EﬂﬂuF

PHAM MANH HUNG S
GIAM BOC TRUNG TAM GIAM SAT ATTT DTG SOC (DSOC)

> Hon +10 ndm kinh nghiém vé CyberSecurity
» GSOC | CHFI | SPLUNK ARCHITECT

Hackin,

Computer | - 1y, ]"STI(J ATOR

Giai thwéng:

1‘-‘@-—':’»1
2005-201

NN v 2016

- ASEAN
WARDS




ﬂﬂﬂ Orerepee NGUON THONG TIN TINH BAO MANG

DIGITAL TECHNOLOGY Eﬂu\-‘?

[ Data Insights® g
' 1.577 subscribers
Pinned message
| Cloud VIP ¥ %Group:m $50/weekm $150/month(
AUMIN | @LULBUS™ .
e <o Source Telegram Files

0 T oo Discover Date 23 Oct 2023 18:36

BUY LIST UHQ AND PRIVETE

Content Link Telegram Channel I[]

ADMIN : @LULBOS"""

COMBO SOURCE

vietnam.txt
14.4 MB - Show in Finder

BUY LIST UHQ AND PRIVETE ¢} m Full Content

ADMIN : @LULBOS""

COMBO SOURCE

0 poland.txt taynlnh 1 /1 A v X

1.8 MB - Download

BUY LIST UHQ AND PRIVETE

NTTpS://NTSa.gov.1n:5HASHLY/Jalesar@lss

S https://www.myinstants.com/accounts/signup/ GGG
o . https://nightlight.gg/account/ registe EG——
BUY LIST UHQ AND PRIVETE https://www. roblox.com/login : GGG

https://discord.com/channels/
-]

https://qlcbccvc. tayninh.gov.vn/web/ Logirj
https://my.vnexpress.net/authen/users/login || GGG

L6 théng tin tai khoan
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DIGITAL TECHNOLOGY Eﬂu\"?

o Q. tayninh.gov.vn

20+ | | |
A All Results @ Stealer Logs Breach Datasets BB Exposed Raw Data {} Public Code Repos

https://raw.githubusercontent.co

# Server sso Lam Dong Local

consumerKey=
consumerSecret:

# Server sso Lal
#consumerKey:

authzGrantType=code

scope=openid
#callBackUrihip://tvb-local tayninh gov.un:3050/ A

LO thong tin ¥ liéu, data
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2. PETAL TECHNOLOGY GROY

CHUYEN POl S

Chuyén d6i s6 la qua trinh thay d6i tdng thé va toan dién clia cd nhan, t6 chirc vé

cach séng, cach lam viéc va phwong thirc san xuat duwa trén cac cong nghé so.

Trong qud trinh chuyén doi so, viec dam bao an toan thong tin trong cdc linh vuc
cua doi song xd hoi tro thanh mot phdn quan trong trong viéc bao dam an ninh

quoc gia.

Nguén: Cuc chuyén déi s6 - B6 Théng tin va Truyén théng 5
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LI i TAN CONG MANG KHONG BIEN GIO

DIGITAL TECHNOLDGY EF\U\JP

O,

MUC TIEU NONG| CIl/OT
Mébi de doa ddi v&i co s& ha tang quan

trong, sw gian doan van hénh, hoat dong
gian diép va déng co danh tiéng

@

DOANH NGHIEP VU’A VA NHO

Chién thuat ném bom rai thadm — cac doanh
nghiép thudc moi quy mé déu la muc tiéu

@ O,

TAI CHINH | DU LIEU DEU CO GIA TRI GIAN DOAN CHUOI CUNG UNG | TAN
| ] ) CO[\IG QUA BEN TI-!U’ 3 ,
T6i pham mang can tai tro' va dang nhdm muc Chudi cung rng phan mém sé tiép tuc la muc tiéu

tiéu vao cac hé théng tai chinh

® ©®

CAC NHOM RANSOMWARE THANH LAP CAC TO CHUC TOI PHAM
MANG

Ky thuat “diém mat chi tén”
Sy hop tac cua tdi pham mang da cé tw Ié‘lu
nhwng gio' ching dang chia sé co sé ha tang, vi
khi, cong cu, v.v.



( yﬂﬂ BOI CANH CAC MOI BE DOA BDANG PHAT

03

Céng nghé Deepfake dé truyén
ba thong tin sai Iéch

01

TOi pham mang‘tao ra nhiéu su
hién dién hon bang cach st dung
Céng nghé méi Al, ML

Gia tang cac cudc tan
céng do Chinh Phu
bao tror gay ra béi cang
thang dia chinh tri

84 3 3178
Pratected ,
8" ol




@2/7Ek=al XU HUONG TAN CONG MANG TAI VIET NAM

OIGITAL TECHNOLOGY EHUUP

01 Toi pham mang da hoat dong rat tich 04 Dich vu tai chinh va cac cong ty Fintech
cwc trong cac to chirc san xuat, dich vu

va tO chirc gla cong. Xu hwéng: Mao danh tng dung trong danh sach cho phép
(whitelist), danh cap dir liéu bang phan mém déc hai va
tAn cong ransomware

Xu hwéng: St dung phan mém ddc hai chuyén dung va /
A9 P S Y AN Muc tiéu: Trébm cap danh tinh va di¥ liéu tai chinh

Itra dao
Muc tiéu: D liéu nhay cam va nhan dang

05 Nhirng ke Itra dao dang tich cwc lan
truyén thong tin sai léch dé thu thap div
lieu Pll va hanh vi

02 Pong co danh cap dir lieu nhay cam
va bi mat thwong mai tir cac té6 chirc
Tai Chinh, Ngan Hang, Bao Hiém,
Chirng Khoan, Ban Lé va F&B , " S s
Xu huong: Trang web gia mao, phan mém gian diép co
thé tai xubng tw Internet

Xu huéng:_Phan mém gian diép, phan mém déc hai - Muc tiéu: D@ liéu nhay cam va dinh danh

va plugins dé thu thap dir liéu
Muc tiéu: D liéu va bi mat thwong mai

03 Cac co quan chinh phu sé tiép tuc 1a muc
tiéu cao cap cua toi pham mang
Xu hwéng: Phan mém ddc hai mao danh va danh cap div liéu 3
Muc tiéu: D liéu nhay cam

06 Chudi cung rng séan xuat, doanh nghiép
du lich va tién ich gap rui ro

Xu hwéng: Phan mém doc hai da hanh vi [IT/OT, cac hé
diéu hanh khac nhau]

Muc tiéu: CII, bi mat thwong mai, tai liéu chira quy trinh
doc quyén



CHI PHI VE ATTT TRONG CHUYEN DOI SO

Chi cho chuyén déi s6 thé nao cho phu hgp?

MUc trung binh clia thé gi6i vao khodng 2-3%. G mdt s6 nudc nhu Singapore, ty 1& nay cé thé |én dén 4-
5%. MUc trung binh cta Viét Nam hién nay dang la 0,3%.

Mbi ¢S quan, t6 chifc can cUf vao chién lugc chuyén déi sé ctia minh dé c6 muc chi phu hgp. Déi véi cac co
quan nha nudc cap bd, cap tinh, ty 1& chi cho chuyén déi s6 nén 8 mic 1% téng chi ngan sach nha nuéc

hang ndm. Néu muén day nhanh, nhat 1a nhitng ndm dau can |am ngay cac nén tang, thi ¢ thé chi 2%.

Chuyén déi s6 1a chuyén hoat doéng tir mdi trudng thuc sang mdi trudng s6. Bao ddm an toan, an ninh

mang la diéu kién tién quyét dé chuyén doi s6. Mdi t6 chitc, doanh nghiép can danh it nhat 10% muc chi

cho chuyén déi s6 dé chi cho cac hoat déng bao dam an toan, an ninh mang.

Ngubn: https://dx.mic.gov.vn/docs/chuyen-doi-so-ton-bao-nhieu-tien/

12



SU CHUYEN DICH CUA THI TRUONG VE ATTT

THE GIOI

ZUI10 TR~
Market 2017YR 2018YR 2019YR 2020YR 2021YR 2022YR 2023YR 2023YR
Application Security 24848 28144 30962 34400 38047 41709 45276  10.0%
Cloud Security 1854 2976 4391 6363 8956 12245 16311  405%
Data Security 20131 23433 26633 30799 35580 40607 45443 142%
|dentity Access Management 80978 90281 98415 108529 120113 131177 140759  93%
Infrastructure Protection 134762 15097.7 165279 183748 203710 224491 246206  10.3%
Integrated Risk Management 39486 42790 45571 49422 53740 58210 62605  7.9%
Network Security Equipment 10677.3 12,0804 132780 143202 153169 161838 168700  6.9%
Other Information Security Software 18323 20425 22066 24105 26337 28622 30956  87%
Security Services 527177 584742 620095 669140 724257 783913 844864  7.6%
Consumer Security Software 59437 62207 62581 64250 66166 68169 69470  22%

B6 trudng Bd TT&TT Nguyén Manh Hung:
"Viét Nam c6 thé tré thanh cuang qudc an ninh mang"

VIET NAM

Xu huwéng cb vi phat trién va sir dung cac san phdm make in Viét
Nam trong linh virc An ninh mang.

Chi thj 14/2018 va 14/2019 clGa Tha twéng CP vé cai thién chi sé An
ninh mang quéc gia, trong d6 nhAn manh dén viéc thué va s dung
dich vu cua cac don vi chuyén nghiép.

Nghij dinh 85/2016 vé dam bao ATTT theo cép do.

Coéng van 2973/BTTTT-CATTT vé huwéng dan trién khai hoat dong
giam sat ATTT trong co quan, td chirc nha nwéec.

CV235/CATTT-BTTT Hwéng dan mé hinh dam bao ATTT cép B9,
Tinh va cac co quan nha nwéc.

Coéng van 1552 Dam bao an toan théng tin cho hé théng thdng tin
theo mé hinh 4 1&p trwdc 30/09/2020.
Chuyén dbi sb lam gia tang nguy co vé an ninh mang.
Quyét dinh s0 06/QD-TTg clia Thi twéng Chinh phl: Phé duyét bé
an phat trién trng dung d’l']’ Iié,u vé dan cuw, dinh danh va xéq thwc dién
t& phuc vu chuyén ddi s6 quoc gia giai doan 2022 - 2025, tam nhin
dén nam 2030
Chinh pht vira ban hanh Nghi dinh s 13/2023/ND-CP vé béo vé diy
liéu ca nhan, c6 hiéu lwc thi hanh ké tir ngay 01/7/2023.

13



CAC TIEU CHI BAM BAO ATTT ,
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@D/1/6 K GOC NHIN DA CHIEU NANG CAO KHA NANG GIAM SAT &
~ o PHAN UNG VOI CAC SU CO ATTT

EEEEEEEEEEEEEEEEEE ROUP

1. GIAM SAT BI DONG 2. GIAM SAT CHU DONG
1. Quan ly tai san & dinh danh 1. Dinh ky Ra quét 16 héng
2. Heé thdng log tap trung (SIEM) 2. Thu thap théng tin tinh bao mang
3. Giam sat va phat hién bat thwong 3. Phan &rng tw dong v&i tn cdng mang
4. Canh bao da nén tang (Email, MS 4. Co6 su twong tac/phdi hop gilra cac bo
Team, Telegram) phan

O

HUONG NHIN CUA NGUOI QUAN TRI TU BEN TRONG HUONG NHIN CUA HACKER TU BEN NGOAI

Div lieu |

> <
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1 LAP KE HOACH &
CHIEN LUQC ATTT

Lo trinh dau tw ATTT
hang nam, lién tuc, co
muc tiéu

H| Quy BINH &
TUAN THU

GRC va cac san pham
tuanthd khac

9| IOT /OT

Bao vé an ninh mang cho
cac thiet bi két noi
Internet, thiét bj san xuét

2| ENDPOINT +

Bao vé EPP, EDR, Di
déng, BYOD

6| QUAN LY DINH
DANH

IAM, KYC/AML, chéng

gianlan, xac thyc
khéng can matkhau

1 ()l AlI/ML

Phan tich an ninh

mang/Al/ML/UBA, ty déng

hoa, tich hop nén tang

12 TIEU CHI QUAN TRONG BDAM BAO ATTT

3 TAP TRUNG DU

! A ) BAO MAT & RIENG
LIEU/TONG THE

TU DU LIEU

SIEM (thu thap, canh bao, bao Ngan chdn méat mat div
cdo téng thé) liéu, bdo mat email
EASM (thong tin tinh bao mang)

MO RONG NEN

TANG SO/WEB

7 NEN TANG PAM
| MAY/CLOUD 8|

CASB, PKM, SIEM
dwa trén cloud

Cbng cu DevSecOps,
SWGS, NW Sec

NG PHO TV 1 2| NHAN THUC

DONG

Quan ly sy kien ATTT
Tw ddng phan rng

NGU Ol DUNG

Nang cao nhan thirc
Tap huan dao tao



MO HINH MDR (MANAGED DETECTION & RESPONSE)
¢ B ==
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Lay nhiém

! \

L \

Tim kiém,
div lidu

Khai thac
Backdoor

Panh cap di
lidu

Leo thang
dac quyén

.

Phan trng

diém yéu

Phong chong

PIEM ANH
HUONG
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DIGITAL TECHNOLDOGY EF’\DU?

Cyberspeoce
Security

BO THONG TIN VA TRUYEN THONG CONG HOA XA HQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phiic

$6:440 /GP-BTTTT Ha Ngi, ngaysd $thdng F ndm 2023

GIAY PHEP KINH DOANH
SAN PHAM, DICH VU AN TOAN THONG TIN MANG

(Cap lan ddu: ngay 02 thang 8 nim 2018,
sika déi lan thit 3: ngay L5 thang 4 nam 2023
Cé gid tri dén hét ngay 01 thdng 8 nim 2028)

BO THONG TIN VA TRUYEN THONG
Can cir Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

Can cir Nghi dinh sb 48/2022/ND-CP ngay 26 thang 7 nam 2022 cta Chinh phu
quy dinh chirc nang, nhiém vu, quyén han va co chu td chic cua Bo Thong tin va
Truyén thong;

Cin ctr Nghi dinh s 108/2016/ND-CP ngay 01 thang 7 ndm 2016 ctia Chinh phu
quy dinh chi tiét didu kién kinh doanh san phim, dich vy an toan thong tin mang;

stra déi, bd sung Gidy phép kinh doanh san phim, dich vu an toan thong tin mang ctia’”
Cong ty Co phan Céng nghé DTG; ‘

Theo d& nghi ciia Cuc truéng Cuc An toan thong tin,
QUYLET PINH:

Pidu 1. Cho phép Cong ty Cb phan Cong nghé DTG dugc kinh doanh san phim,
dich vy an toan théng tin mang.

1. Thong tin doanh nghiép:

a) Tén giao dich cuia doanh nghiép bing tiéng Viét hoic tiéng nudc ngoai
(néu c6): Cong ty Cb phan Céng nghé DTG.

b) Tén nguoi dai dién theo phap luat: Trin Quéc Hoan.

¢) Gidy chimg nhan ding ky doanh nghiép s6: 0302924953 do S& K& hoach va
Diu tu Thanh phé H Chi Minh c4p 14n dau ngay 12 thang 5 nim 2003, thay dbi 1an
thr 15 ngay 29 thang 6 nam 2021.

d) Dla ch1 tru SO chmh ta1 Vlet Nam: S6 41 Tran Khéc Chén, Phuong 15, Quéan

Xét don sé 2302/DDNBSGPKD ngay 12 thang 01 nim 2023 va hd so dé nghi /. || :

2. Doanh nghiép dugc phép kinh doanh:

a) Nhap khéu san phim kiém tra, dnh gi4 an toan thong tin mang.
b) Nhép khiu san phém gidm sat an toan thong tin mang.

¢) Nhap khéu san phidm chéng tén cong, x4m nhép.

d) Cung cAp dich vu gidm st an toan théng tin mang.

d) Cung c4p dich vu phong ngira, chéng tn céng mang.

e) Cung cép dich vu tu v4n an toan théng tin mang.

g) Cung cip dich vu tmg ciru su c6 an toan thong tin mang.

h) Cung cép dich vu khéi phuc dit liu.

i) Cung cép dich vu kiém tra, d4nh gi an toan thong tin mang.

Pidu 2. Cong ty Cb phin Cong nghé DTG phai thuc hién ding cic quy dinh tai
Nghi dinh s6 108/2016/ND-CP ngay 01 thang 7 nim 2016 ctia Chinh phii quy dinh
chi tiét didu kién kinh doanh san phdm, dich vu an toan théng tin mang va cic quy
dinh khéc ctia phép luat cé lién quan.

Diéu 3. Gidy phép kinh doanh san phim, dich vu an toan théng tin mang nay c6
hiéu luc k& tir ngay ky va c6 gia tri dén hét ngay 01 thang 8 nim 2028 thay thé cho Gidy

% phép kinh doanh san phém, dich vu an toan thong tin mang s6 75/GP-BTTTT cép ngay

26 thang 01 nam 2022./. W

Noi nhin: BO TRUONG
- Nhu Diéu 1; >l <

- B§ trudng;

- Thir truéng Nguyén Huy Diing;
- Vu Phép ché;

- Thanh tra B§;

- Lwu: VT, CATTT (3b).

Nguyén Manh Hiing

19
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v CONG NGHE UU VIET

v DOI NGU CHUYEN GIA e

v PONG HANH CUNG
KHACH HANG

§ LOC THONG TiN THONG MiNH
BANG TRi TUE NHAN TA0

PHAN TICH VA KHAM PHA
DE DANG XU HUGNG THONG

TiN
« \
) KHONG
\ Bi NHiEU

NHAN Bdi CAC

THONG TiN THONG
CHINH XAC TiN

THEO NHU (AU KHONG

DIGITAL TECHNOLOGY GROV®

U’ DUNG TR TUE NHAN TAo BE
THEo Doi BIEN DONG TU HANG
NGAN NGUON TiN TREN KHONG
GIAN MANG VA (ANH BAo KHi
PHAT HIEN XU HUSNG DOT BIiEN,
GiP DOANH NGHIEP NAM BAT
THONG TiN ToAN DIEN, DA CHIE,
NHANH CHONG, THONG MiNH DE
GIANH DUGC Lgi THE CANH TRANH

‘ Vi CHi PHI NHO.

CAN
THIET

GiAM SAT 24/7 ’

v

AN
\\\\

CANH BA0 NHANH (HONG

4

/

NEN TANG THEo D6i VA CANH BAO

THONG TiN TREN KHONG GIAN MANG
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Cyberspoce
Security

1. NHOM CHUNG CHI
TU VAN CAO CAP

CISSP

Certified
Information
Systems Security
Professional

NANG LU'C BOI NGU CHUYEN GIA

AWS @
certified

Solutions
Architect

Associate

Microsoft
CERTIFIED

AZURE SOLUTIONS
ARCHITECT

EXPERT

***

splunk>

CERTIFIED

Splunk Enterprise
Certified Architect

2. NHOM CHUNG CHi
DANH GIA VA KIEM

THU BAO MAT

OFFENSIVE
SEEWFAIE

OSCP
S

(IFFEIISIVE
CHTITY

OSWE
g

OFFENSIVE’
SEEUFILY

OSEP

[\

PenTest+
==

(@ <
SRTIFIED-C

Certified | Ethical Hacker

3. NHOM CHUNG CHi
PHAN TiCH, DIEU TRA
VAXU LY SU COATTT

C'HFI

Hackin

Computer | INVESTIGATOR

E|CSA

EC-COUNCIL | CERTIFIED SECURITY ANALYST

rggcuritxﬂ_

CERTIFIED

awse splunk>
certified

Security

Splunk Enterprise

REC ALTY Security Certified Admin
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LI oz GIAI PHAP CHIEN LUQC

DIGITAL TECHNOLOGY EF\DU?

NHOM GIAI PHAP GIAM SAT VAN HANH (OPERATION)
- Giam sat van hanh &ng dung, databases - apm (application performance monitoring)

- Giam sat van hanh hé théng mang - npm (network performance monitoring)

NHOM GIAI PHAP GIAM SAT BAO MAT (SECURITY)

- Giam sat truy cap mang - NAC (network access control)

- Giam sat truy cap dac quyén - PAM (privileged access managemeent)

- Giam sat va quan ly cac bé mat tan cdng v&i cac théng tin tinh bao tir bén ngoai - EASM (external attack suface management)
- Giam sat va quan ly 16 hdng hé thdng — (vulnerability management)

- Giam sat an ninh tap trung - SIEM (security infomartion and event management)

- Gidi phap phong chéng thét thoat di lieu - DLP

22
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Jo/T/CREE 12 TIEU CHi QUAN TRONG DAM BAO ATTT

DIGITAL TECHNOLOGY EF\DU?

NHOM DICH VU GIAM SAT VAN HANH (OPERATION AS SERVICE)
- Dich vu giam sat van hanh téng thé cho trung tdm di¥ liéu (Data center)

- Dich vu giam sat van hanh Web server/ Email server

NHOM DICH VU BAO MAT (SECURITY AS SERVICE)

- Dich vu danh gia 16 héng va kiém tra xam nhap (VAPT)

- Dich vu dao tao nang cao nhan thirc an toan théng tin (Security Awareness Training)
- Dich vu dién tap thwc chién dam bao an toan théng tin mang (Cyber Security drills)

- Dich vu san tim va xt&r ly cac médi de doa (Threat hunting)

- Dich vu giam sat an toan thdong tin mang (SOC)

23
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