UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Poclap — Tu do — Hanh phiic
S6:492 /TB-STTTT Tay Ninh, ngay05 thang4 nam 2023
THONG BAO

V& viéc chao gia dich vy thAm dinh gid cho géi thdu “Trang thiét b chuyén
dung cho Doi irng ciru sw co an toan thong tin mang caa tinh”

Can cr Quyét dinh s6 404/QD-UBND ngay 07/3/2023 cua Chu tich Uy ban
nhan dén tinh V& viéc ban hanh ké hoach chuyén d6isé va dam bao an toan thong
tin mang tinh Tay Ninh ndm 2023,

S¢ Théng tin va Truyén théng moi cac don vi chao gia dich vu thim dinh
gia cho goi thau: “Trang thiét bi chuyén dung cho Dditng ctru su ¢b an toan thong
tin mang cua tinh”. Noi dung cu thé nhu sau: (Chi tiét phu luc kém theo).

HO6 so chio gia bao gdm Bang chao gia cung cap dich vu tham dinh gia (Gia
chdao hang bang VNP, bao gom thué va chi phi trién khai).

Thoi gian nhan ho so chao gia [a 05 ngay tinh tir ngay ra théng béo. Pia
diém nhan hd so: S6 06, Tran Qudc Toan, Phudng 2, Thanh phd T4y Ninh, tinh
Tay Ninh. Dién thoai: 0276 3 824666.

Tréan trong./.

Noi nhén: GIAM POC
- Céc Cong ty cung cép dich vu;
- Luu: VT, TTGSPBH.




PHU LUC

Béng danh muc thiét bi ciia g6i thiu “Trang thiét bi chuyén dung cho Ddi
g ciru swr cd an toan thong tin mang ciia tinh”

DANH < SO
STT MUC THIET BI LUONG
A THIET BI PHUC VU DIEU TRA PHAN
' TICH, PANH GIA SU CO ATTT
Thiétbi | Thié¢ bi may tinh cai diit phin mém do quét
1 phuc vu |15 héng, danh gia diém yéu an toan théng 2
danh gia | ¢jn.

Intel Core i19-12900H vPro (24 MB cache, 14
cores, 20 threads, 2.50 GHz to 5.00 GHz,
45W)

Acceleration Intel Core i9-12900H vPro with
NVIDIA RTX A2000 8GB graphics
Dell(TM) Digital Delivery Cirrus Client

Dell Optimizer for Precision

Dell Client System Update (Updates latest
Dell Recommended BIOS, Drivers, Firmware
and Apps)

Waves Maxx Audio

Dell Power Manager

Dell SupportAssist OS Recovery Tool
Display 15.6" FHD+ 1920 x 1200, 60Hz, 500
nits, non-touch,w/Prem Panel Guar, 100%
SRGB, Low BL w/ IR Cam

32 GB, 2 x 16 GB, DDR5, 4800Mhz, Non-
ECC SODIMM

NVIDIA RTX A2000, 8 GB DDR6

M.2 2280 1 TB, Gen 4 PCle x4 NVMe, Solid
State Drive

Intel Wi-Fi 6/6E (up to 6GHz) AX211 2x2
with Bluetooth Wireless

Wireless Intel AX211 WLAN Driver

US English Backlit Keyboard with fingerprint
reader

6-cell 86 Whr Lithium lon battery with
ExpressCharge

Black Power Cord (European)

Quick Start Guide for USB Type-C to USB
Type-A/HDMI Dongle

USB Type-C to USB Type-A/HDMI Dongle,




Black

130W E5 Type C Power Adapter (EPEAT)
ENERGY STAR Qualified

Document for MUI (English, Khemer, Bahasa
Indonesia, Arabic, Spanish)

Quick Setup Guide for Mobile Precision 5570
Worldwide Ship Mod (130W adapter)
EPEAT 2018 Registered (Gold)

FGA NB-OS-BTO Ex-Hub From Penang
(DDD)

Basic Onsite Service 12 Months-ACDTS
ProSupportand Next Business Day Onsite
Service-ACDTS Initial, 12 Month(s)

Battery Carries 1 Year Warranty from Invoice
Date

Partner Operations Support B2B

Windows 11 Pro, English

Office Home and Business 2021 English
APAC EM Medialess ( T5D-03510 )

Thiét bi
phuc vy
diéu tra,
phan tich

Thiét bi may tinh phuc vu diéu tra, phian
tich, xir ly sw c0 an toan thong tin

Processor family: 12th Generation Intel®
Core™ 17 processor

Processor: Intel® Core™ i7-1255U (up to 4.7
GHz with Intel® Turbo Boost Technology, 12
MB L3 cache, 10 cores, 12 threads)"
Memory: 16 GB DDR5-4800 MHz RAM (1 x
16 GB)

Memory layout (slots & size): 1 x 16 GB
Memory Slots: 2 SODIMM

Internal Storage: 512 GB PCle® NVMe™
SSD

Optical drive: Not included

Display: 35.6 cm (14"") diagonal, WUXGA
(1920 x 1200), IPS, anti-glare, 250 nits, 45%
NTSC

Display size (diagonal): 35.6 cm (14"")
Graphics: Integrated

Graphics (integrated): Intel® Iris® X*®
Graphics"

Ports: 2 Thunderbolt™ 4 with USB4™ Type-
C® 40Gbps signaling rate (USB Power




Delivery, DisplayPort™ 1.4); 2 SuperSpeed
USB Type-A 5Gbps signaling rate (1
charging); 1 HDMI 2.0; 1 AC power (HDMI
cable sold separately.)3

Camera: 5 MP camera

Audio: Audio by Bang & Olufsen, dual stereo
speakers, dual array world-facing microphones
Pointing device: Clickpad with multi-touch
gesture support, taps enabled as default
Keyboard: HP Premium Keyboard — spill-
resistant, backlit keyboard

Wireless: Intel® Wi-Fi 6E AX211 (2x2) and
Bluetooth® 5.2 combo (Supporting Gigabit
data rate)"

Power: 65 W USB Type-C™ adapter

Battery type: HP Long Life 3-cell, 51 Wh Li-
ion

Minimum dimensions (W x D x H): 31.56 x
22.4x1.92 cm

Weight: Starting at 1.36 kg"

Operating system: Windows 11 Pro

Office Home and Business 2021 English
APAC EM Medialess ( T5D-03510 )

Cosan 1 x DDR5 SILICON 16GB/4800 NB
Cosan 1 x SSD SILICON A60 - 1TB
(M2.PCle 3x4) SPO01TBP34A60M28 SSD
SILICON M2 PCle Gen3x4 P34A60 / R/W up
to: 2.200 /1600MB/s / 1TB

BQ CONG CU RA QUET, PANH GIA VA
KIEM THU LO HONG BAO MAT

Giai phap
P;‘;‘;‘h“;:‘ Bo phin mém ra quét, danh gia va Kiém thir
: 10 hong bao mat cho h¢ thong thong tin.
antoan
thong tin
Ban quyén str dung : SO lugng may chu Web
Yéu chuky hé trg té'i thiéu > 5Web Server
thuat HO trg dich vu trién kha1, huéng dan dao tao
: van hanh hé thong khi ban giao.
Ban quyén st dung tdi thiéu 24 thang
. HO trg trién khai moi truong hé thong tai on-
Yéu cau | premise hodic moi truong cloud (AWS, Azure,
kién t}'ﬁC Google)
h¢ thong

Trién khai mo hinh tap trung hodc phén tan




3

HoO tro két no1 VPN do61 voi viée trién khai
nhi€u site

Yéu cau
tinh ndng
h¢ thong

Giai phap cung cap co ché xéac thic da yéu to
(MFA) khi dang nhap vao hé thong dé tang
cuong kha ndng an toan

Gidi phap stir dung cac cong ngh¢ tién tién nhu
tri tu¢ nhan tao (Al) dé ho tro tw dong qua
trinh ra quét, danh gia

Giai phap cho phép day két qua ra quét sang
h¢ thong bén thir 3 thong qua syslog hodc API

Cho phép tichhop véi JIRA, GitLab (On-
premise va Cloud) ho trg' qua trinh danh gia
ki€ém thir itmg dung

Yéu cau
kha nang
ra quet va
danh gia 16
hong

Cung cap kha ning tu dong ro quét va thu thap
thong tin va v€ lai mo hinh cac lién két trong
h¢ thong

Giai phap cung cap so lugng 16n cac signature
dé phat hién va danh gia cac 16 hong, ti thiéu
1.5 triéu cac signature vé tinh bao cac mbi de
doa (threat intelligence), hon 120 nghin céc
signature vé khai thac chuyén sau co sé dir
liéu va hon 6000 céc kich ban khai thac kiém
thir hé thong

Truc quan hoa qua trinh phat hién va khai thac
16 hong

Ty dong danh gia cac thong tin, tir d6 xay
dung cac kich béan tan cong danh gid 10 hong
hién tai

MO0 ta chi ti€t cac thong tin bao gdm céch thirc,
payload va anh chup nhanh cach thirc danh
gia, tan cong

Cho phép x4c thuc 16 hong web ngay trén giao
dién

Cung cap thong tin chi tiet mirc do rui ro cua
16 hong

Cho phép xay dung va kiém tra céc hinh thirc
tan cong nang cao, tan cong lién hoan vao hé
thong

Ty dong cép nhat cac kich ban tan cong va
kiém tra kha nang bi khai thac do nguoi dung
xay dung cho céc lan sau

Xay dung céac kich ban tan cong dua theo
Thread Group va MITRE ATT&CK




Yéu cau
kha nang
bao céo

Cung cap bao cao theo cac yeu cau tuan thu
bao mat qudc t€ bao gdbm PCI DSS, ISO
27001, GDPR, Top 10 OWASP

Béo cao cho phép tao, tuy chinh bdo céao két
qud danh gid bao mat

Bao cao két qua pentest cung cap chi tiét cach
thirc tin cong, mo hinh tan cOng va cac
payload sir dung dé danh gia 16 hong vao hé
thong
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