UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Déc 1ap — Tw do — Hanh phic
S6: 1776/TB-STTTT Tay Ninh, ngay10 thang 9 ndm 2024
THONG BAO

V/v méi chiao thim dinh gi4 cho goéi thiu:
“Mua sam ban quyén phan mém phong chong ma dgc cho cac
don vi trong tinh”

Can cit Ké hoach s6 1368/KH-UBND ngay 10/5/2024 cia UBND tinh vé
Chuyén doi s6 va dam bao an toan thong tin mang tinh Ty Ninh nam 2024.

S Thong tin va Truyén thong kinh moi cac don vi ¢6 chirc nang tham dinh
gia tham gia chao gia dich vu thim dinh gia goéi thiu “Mua sim ban quyén phan
mém phong chéng ma ddc cho cac don vi trong tinh” véi cac ndi dung cy thé nhu
Sau:

- Danh muc, s6 luong, thong sb can tham dinh gia: (Phu luc kém theo)

- Bang chao gia 1ap chimg thu tham dinh gia (c6 dong dau ky tén Dai dién
hop phap).

- Thoi gian nhan Bang chao gid la 7 ngay tinh tir ngay ra thong bao. Dia
diém nhan ho so: 06, Tran Qudc Toan, Phuong 2, Thanh phd Tay Ninh, tinh Tay
Ninh. Bién thoai: 0276 3 611169 (gip Tién)./.

Tran trong!

Noi nhin: KT.GIAM POC
- Céc Cong ty, don vi cung cip dich vu tham PHO GIAM POC
dinh gié;

- Ping thong béo 1én cong TTDT S6;
- Luu: VT. TTGSPH.
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PHU LUC
Théng tin chi tiét danh muc, sé lwong, ndi dung cin thim dinh gi& cho goi
thiu: “Mua sim ban quyén phin mém phong chdng ma ddc cho cic don vi
trong tinh”
(Dinh kém Théng bdo sé /TB-STTTT ngay  thang  nam 2024 cua So Thong tin va
Truyén thong Tédy Ninh)
_Pia diém thuc hién: Trung tdm tich hgp dir li€u tinh Tay Ninh, cac So,
nganh tinh trén dia ban tinh Tay Ninh.

1. Hang muc:
. Thoi
b . £
Stt Hang muc (f'n i 50 han ban
: ’ tinh lwgng Ca
quyén

Mua sam ban quyén phan mém phong
chong ma doc cho cac don vi trong tinh.

1 | Phan mém phong chéng ma doc cho Ban quyen | 1283 3 nam

cac don vi cap tinh.

2 | Phan mém phong chéng mi doc cho Ban quyén | 287 3 nam

cac may chu tai Trung tam THDL.

3 | Phan mém phong chdng that thoat dix Ban quyén 30 3 nam
liéu cho cac may chu tai Trung tam
THDL.
2. Thong tin k¥ thuat:

STT Mo ta

I Phian mém phong chong mi doc

| Chit lwong ciia phan mém phong chong mi doc

San pham c6 tén trong cac lan cong bd danh muc san pham phong,
chéng phan mém doc hai dap ung yéu cau ky thuat theo Chi thi sb
14/CT-TTg ngay 25/5/2018.

Co chirc néng két ndi, chia sé thong tin tir hé thong quém 1y tap trung
V01 hé thong k¥ thuat ctia co quan churc nang theo tiéu chuan, quy chuan
qudc gia va yéu cau ki thuat tai Van ban s6 2290/BTTTT-CATTT ngay
17/7/2018.




STT Mbo ta
Phan mém duge t6 chic doc 1ap trong linh vuc bao mat cong ngh¢
thong tin AV-TEST, cong nhan 1a san pham no1 bat trong bai kiém tra
Advanced Threat Protection (Bao vé Mdi de doa cép cao) trong viéc
chéng lai cac cudc tin cong ransomware (ma doc tong tién). Danh gia
cia AV-TEST cho thiy giai phap danh cho doanh nghiép déu phai c6
kha ning bao vé thanh cong chdng lai cac cudc tdn cong ransomware
trong 10 tinh hudng thuc té.
Ngon ngir phan mém: hd tro tiéng Viét va tiéng Anh.

2 | Phan mém phong chdong ma ddc bao vé cho cac hé diéu hanh
May tram va may chu: Windows, Linux, Mac.
Thiét bi di dong: Android, IOS.
3 | Kha ning bao vé ciia phin mém Phong chong mia doc

3.1 | Kha niing bao vé chdng Malware
Bao vé trong thoi gian thyc chdng lai cac loai malware.
Kha ning ty bao vé: Khong cho phan mém doc hai vo hiéu hoa; dit
mat khau dé bao vé chuong trinh; ngin chin qua trinh diéu khién phan
mém antivirus tir may tinh diéu khién tir xa.
Cong ngh¢ quét thong minh loai trur cac tap tin da quét (chi quét nhitng
files méi va nhiing file c6 su thay ddi so véi 1an quét virus gan nhat).
C6 thé tuy chinh quét sau, quét nhanh, quét khu vuc quan trong, quét
toan by may tinh, quét system memory, quét boot sector, quét do1 tuong
dugc tai khi khéi dong OS, quét OS backup.
C6 thé ra 1énh quét bang tay hoic theo lich.
Cong nghé phat hi¢n cac trang web va email Itra ddo.

3.2 | Kha niing bao vé chong Ransomware

Cong nghé khac phuc hau qua, phuc hdi (rolling back) trong thoi gian
thuc, nham phuc hdi (restore) ty dong ngay lap tirc trang thai ban dau
cua cac tap tin bi phén mém ddc hai can thiép ma hoa.




STT

Mo ta

Cong nghé chong ransomware bao v¢ riéng cho h¢ diéu hanh Windows
Server.

Cong nghé bao vé cac thu muc chia sé khoi ransomware.

Cé6 cong ngh¢ bao vé¢ cac dudi file chi dinh, chi cho phép cac chuong
trinh tin twéng mdi dugc phép can thi¢p chinh stra cac loai file dugc
bao v€, nham bao v¢ dir liéu cua doanh nghi¢p khoi ransomware.

3.3

Kha niing bao vé ning cao bing cong nghé phan tich hanh vi va
dién toan dam may

Cé6 cong nghé phan tich hanh vi vé1 kha nang nhan dién virus dua trén
viéc phan tich hanh vi ctia ddi tuong (thay vi chi dua vao co s¢ dit lidu
update).

C6 cong nghé kiém soat sy bat thudng, giam sat va chin cac hanh dong
dang ngd khong phai 13 dién hinh cia cic may tinh trong mang cua
cong ty, str dung mot tap hop cac quy tic dé theo ddi hanh vi bat thuong.
Cong nghé phai c6 kha ning hoat dong & ché do training mode hoic
real time.

Hd trg Cloud Sandbox, cho phép phat hién cac mbi de doa ning cao
trén may tinh. Cloud Sandbox chay cac tap tin trong mdt moi truong
cloud biét 1ap dé xac dinh hanh dong doc hai néu co6. Néu Cloud
Sandbox phat hién thdy mbi nguy hai, phan mém endpoint sé& thuc hién
hanh dong thich hop dé loai bo mdi de doa ndy trén tit ca cac may tinh
ma tap tin nguy hiém dugc phat hién.

3.4

Kha nang bao v€ chong hacker va tan cong mang

Cho phép giam sat trong thoi gian thuc toan bd giao tiép vao va ra may
tinh thong qua céc Port, dia chi IP, tng dung.

Kha nang cho phép hoac ngan chédn céac port chi dinh.

H¢ thong phat hién cac cudce tan cong, gitip theo doi, phat hién va ngan
chan cac cudc tan cong mang, c6 cac bao cao chi tiéct.

3.5

Kha ning quét va ngin can viéc khai thac 16 hong bao mat




STT

Mo ta

Kha ning quét toan bo hé diéu hanh va cac phan mém dé phat hién 16
hong bao mat.

Kha ning hoat dong theo thoi gian thuc dé phat hién 16 hong bao mat
khi chay cac ing dung.

Thiét 1ap mirc d6 quan trong cua cac 16 hong bao mat, va dua ra khuyén
cao dé va 10 hong bao mat do.

C6 kha nang ngan chan hacker va cac phan mém doc hai khai thac 16
hong bao mat cua hé di€u hanh va cac phan mém, mac du cac 16 hong
chua duoc va o1

3.6 | Kha niang Kiém soat thiét bi (Device Control)
Quan 1y thiét bj (cho phép dung hoic khong dung) dwa trén phan loai
cua thiét bi hogc loai bus két ndi.
Tu dong do quét thiét bi luu trit ngoai vi dé tim kiém ma doc ngay khi
dugc cam vao may tinh.
Kha ning tao danh sach trang dya trén s serial.

3.7 | Kha ning kiém soat trang Web (Web Control)
Chinh sach ngdn web theo dia chi chi dinh, theo phan loai san co (game,
tin tirc, mang xa hoi, web mail,...), theo loai dit li¢u (Video, Sound,..)
hoac theo murc hang danh gia.
Kha nang tu tao cac nhom phan loai web theo chinh sach riéng.
B4o cdo vé tat ca cac hoat dong truy cap web cia ngudi ding trén may
tinh.

3.8 | Kha ning Kiém soat irng dung (Application Control)

Tu dong phan loai cac ing dung cai dat trén may tinh vao cdc nhom:
Tin tuéng, Han ché thép, han ché cao, khong tin tuéng. Mdi nhém cé
quyeén truy cap vao hé thong khac nhau.

Tao danh sach trang (cho phép chay) hodc danh sach den (khong cho
phép chay) theo tung ing dung chi dinh, theo nhém cac img dung chi




STT

Mo ta

dinh, theo nhom phan loai tmg dung san c6 (Office, Chat, Media,..),
theo danh gid hang bao mat va uy tin cia ung dung.

C6 kha nang dua mdt ing dung vao vung tin tuéng va loai trur.

Kha nang han ché mét sb hanh dong cu thé cta cac ung dung dugc chi
dinh (truy cap thiét bi, truy cap registry, tu sao chép, nhan doéi tién
trinh,...).

3.9

Kha ning ma hoa dir liéu (Data Encryption)

M34 hoa muc File, Folder, Full Disk, 6 dia di dong (hd tro ché d6
Portable File Manager dé c6 thé mé dir liéu trong 0 dia di dong bi ma
hoa & cdc may tinh chua cai dat Endpoint).

Ché d6 END USER TRANSPARENCY, hoat dong trong sut, nguoi
dung cudi c¢6 thé khong nhan thirc dugce cong nghé méa hoa dang chay.

Ché d6 PRE-BOOT AUTHENTICATION trong ma hoa Full Disk,
dang nhap mot 16p trudce khi hé diéu hanh khoi dong.

Source cai dat tich hgp vao phan mém antivirus, khong can mdt phan
mém ma hoa riéng bi¢t va dugc quan ly qua cong cu quan tri tap trung
duy nhat.

3.10

Khé ning cung cip cac tinh ning quan tri hé thong (System
Management)

HO tro cai dit trién khai hé diéu hanh va cac phan mém ctia hing tha 3
tur xa.

Quan 1y, cai dat 16 hong bao mat va ban va 161 tap trung cua cac phan
mém va hé diéu hanh.

Quan ly phan mém, phan cung: tu dong discovery, inventory,
notification va tracking tat ca cac phan mém va phan cing.

Tuong thich v&i cac hé théng SIEM (QRadar, ArcSight, Splunk,
Syslog).

3.11

Khé niing cung cip tinh niing phin tich diéu tra ngudn gbc tan
cong




STT

Mo ta

Cung cip kha nang hién thi 1d rang hon vé cac ddi twong doc hai bang
“thé su ¢6”, mo ta chi tiét qua trinh 14y nhiém, véi duong lay lan cua
ddi tuong, liét ké cac dir li¢u duogc thu thap trong thé su ¢d nhu: registry,
file drop, network.

Xem toan bo pham vi cua bat ky moi de doa nao.

Hb tro kha ning truy van thong tin mé rong vé déi tuong nguy hiém
trén Threat Intelligence Portal cua hang.

3.12

Kha ning cung cip tinh ning quét dua trén chi dau xAm nhap
(IOC Scan)

C6 kha nang tao chi dau xam nhap 10C ttr cac dir li¢u thu thap duoc.

C6 kha nang quét chi dau 10C trong toan bo hé théng, chon cac hanh
dong s€ dugc thuc hién khi quét IOC phat hién ra dbi tuong nguy hiém:
co 1ap may tinh khoi mang, chay quét cac khu vuc quan trong trén may
tinh, tao ban sao dén vung cach ly va xo6a ddi tuong.

3.14

Kha ning phan ing nhanh chéng dé tranh thiét hai thém

C6 kha nang dua ra cac phan tmg nhanh voi cac moi de doa phtc tap,
tinh vi, dang an nip trudc khi ching gay ra cac thiét hai khac (sau khi
da di€u tra): prevent, isolate, Move to Quarantine. ..

Ngan khong cho tap tin doc hai chay va lay lan khip mang trong hodc
sau qua trinh diéu tra.

Tu dong cach ly cac tap tin lién quan dén cdc moi de doa tinh vi dang
an nap trén tat ca cac diém cudi.

Kha nang ra Iénh ¢6 13p cadc may bi nhiém ra khoi mang. Hoac tao thao
tac quét va ¢ 1ap cac may bi nhiém néu chiing c6 cac chi dau xam nhap
IoC chi dinh.

Kha ning quan 1y tip trung ciia phin mém Antivirus

4.1

Kha nang trién khai tir xa
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Phan mém quan 1y tip trung c6 thé cai trén may tinh Windows hodc
Linux dit tai hé thong cta Trung tim THDL tinh T4y Ninh.

Phan mém quan tri tip trung duoc quan 1y qua On-premises console
hodc qua Web Console.

Tir phan mém quan tri tap trung, c6 thé trién khai cai dat tir xa chuong
trinh antivirus dén tat ca cac may tinh trong hé thong mang.

C6 tinh ning ty dong remove phan mém antivirus khong twong thich
trong qua trinh trién khai.

Hb trg phuong phép cho nhan vién tham gia vao qua trinh trién khai.
Chi can click 1 1an vao file cai dat tu dong, thi chuong trinh antivirus
tu dong cai dat vao mdy tram va két ndi vé cong cu quan tri tap trung.

Kha ndng ty dong move cac may tinh mdi vao group theo cac diéu ki¢n
dat ra va ty dong deploy phan mém antivirus dén cac may tinh mai
trong group.

4.2

Kha ning quan ly tap trung

Quan 1y tap trung tinh hinh virus trén tat ca cdc may tram va may chi
trong toan bg hé théng.

Thiét 1ap tap trung cdu hinh cta phan mém antivirus theo chinh sach
ctia to chirc. Chinh sach s& 4p dung theo tirng group may tinh chi dinh.
Nguoi dung khong c6 quyén thay ddi cac thiét 1ap (ngoai trir truong
hop dugc cap quyén).

Cap nhat co sé dir li¢u virus tap trung, theo lich.

Phan mém quan tri tap trung ¢ kha ning phat hién cac 16 hong bao
mat cua hé diéu hanh va cac phan mém cai dat trong hé thong.

Phan mém quan tri tap trung c6 kha ning quan 1y tap trung tat ca cac
tap tin chira ma doc (hodc nghi ngd chtra ma doc) da bi xu 1y boi
chuong trinh antivirus dugc cai dat trén tat ca cac may tinh trong hé
théng mang. Tap tin dugc luu trlt véi dinh dang an toan, gitup tranh
truong hop mat mat dir liéu do nhan dang 1am.
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Phan mém quén tri tip trung cho phép ngudi quan tri ¢ thé dit lich
quét dinh ky, cling nhu ra I¢nh quét tai mot thoi diém bat ky, cho cac
may tram tham gia hé théng. Viéc nay co thé duoc thuc hién theo tung
nhém may tinh khac nhau.

Kha nang quan 1y tap trung theo mo hinh phan cap master — slave.

Phan mém quan trj tap trung phai c6 chinh sach bao vé linh hoat khi c6
su bung phat cua phﬁn mém doc hai, tu dong thay doi policy dé nang
mirc d6 bao vé cao hon khi phat hién s luong virus bung phat trong
mot khoang thoi gian chi dinh cu thé.

Phan mém quan tri tap trung phai ¢ kha nang cho phép ra 1énh xoa dit
ligu chi dinh tir xa khé1 may tinh ctia nguoi dung.

43

Kha ning quan ly bao cdo va sy kién

Hién thi thong tin bao céo trén Dashboard.

Bao c4o vé qué trinh hoat dong cua tat ca cac thanh phan bao vé va
phai dugc phan loai theo mtrc d§ quan trong.

Cho phép tao ra cac bdo céo theo mau chuan hodc tuy chinh dé tao bdo
cao voi cac thong tin can thiét.

C6 tinh nang thdng ké danh sach cac may tinh c6 cing mot diéu kién
chi dinh giéng nhau.

Bio c4o c6 thé dit lich dé giri qua email va c6 thé luu trit dudi cac dinh
dang HTML, XML, PDF.

Luu trir tap trung tat ca cac su kién. Event phai dugc phan loai muc do
quan trong.

Phai tich hop dugc véi cac hé théng SIEM.

HJ tro thiét 1ap gtri thong béo tirc thoi cac su kién nghiém trong (qua
Email, SNMP, SMS, chay Script).

Hb tro ky thuat

To6ng dai hd trg k thuat chinh hiang 24/7 (Tiéng Anh — Tiéng Viét).
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Phan mém chéng thit thoat dir li¢u DLP

6.1

Céc tinh nang chinh

— Kiém soét cac kénh ro ri dit liéu.

— Giao dién diéu khién tap trung.

— Chinh séach va quy tac linh hoat.

— Ghi nhan/Luu files va tin nhén.

— Trich xut ndi dung tap tin file.

— Danh myc théng minh ctia nhan vién gdm dia chi email, mang xa hoi
va tai khoan nhan tin.

— Phan tich hanh vi ctia ngudi dung.

— Béo cdo hi¢u qua.

— Ghi nhat ky su kién.

— Ban d6 két néi nguoi dung.

— Kha ning tich hop hé théng domain (Active Directory).
— Ho trg nhan dién ky tu quang hoc (OCR).

— Ho trg REST APL

6.2

Chéng thét thoat dit liéu qua thiét bi ngoai vi (Device Control).

— Kiém so4t linh hoat va chi tiét cac thiét bi ngoai vi.

— Danh muc thiét bi ctia cong ty.

— Kiém so4t sao chép anh ra bén ngoai / qua in 4n.

— Hd trg m3 hoéa dit liéu file khi sao chép ra thiét bi ngoai vi.

— HO tro trién khai va quan 1y tap trung.

— HJ tro yéu cau quyén truy cap thiét bi.

— Bao vé khoi hinh thirc gia mao béi cac diém cubi.

— HJ trg ghi nhan va kiém soat:

+ Chyp man hinh va theo doi ban phim.

+ Ghi am tir microphone.

+ Quay bang webcam.

- Thiét bi ngoai vi hd tro: USB, Network, WiFi, Bluetooth, LPT/COM
Port, FDD, DVD/CD, PCMCIA, IrDA, Modem, May in, HDD, Cac 6
ctrng ngoai khéc, Tape drives, FireWire.

6.3

Chong that thoat dir liéu qua mang (Traffic Control)

- Kiém soat toan b cac kénh internet.
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- Phan tich cac luu lugng (traffic) ma hoa.

- Email quarantine.

- Ho tro phan tich luu luong email trong ndi bd va webmail qua cac
giao thic nhu: SMTP, IMAP, POP3, MAPI.

- Céc kénh qua web :HTTP/HTTPS va FTP.

- Hd tro cac kénh messengers: WhatsApp, Telegram, Skype, MSN,
MS Lync ,Viber, ICQ, XMPP (Jabber).

- HO tro kiém soat céac kénh tir cac mang xa hoi: Facebook, LinkedIn,
MySpace, Twitter.

- Hd tro kiém soat dich vu trén nén tang cloud: OneDrive, Office 365,
DropBox, WeTransfer, Box.com, Google Drive, Google Docs.

- Trién khai da dang voi nhiéu tuy chon.

6.4

Tinh nang khdm pha (Discovery)

- Ho tro phat hién dit liéu nhay cam luu trit khong dung cach .
- H{ tro quét tat ca dir liéu luu trit ndi bo.
- Kham pha theo tho1 gian thuec.
- Linh hoat quét cac thong s6 (hang ngdy / hang tuan / hang thang) cho
cac may tinh / OU.
- Hd tro canh bao dén nguoi dung va quan trj vién bao mat.
- HO tro quét phét hién cac mdi de dao tinh vi v6i Microsoft Exchange.
- Luu trit duoc hd tro:
* Local drives.
* Shared folders.
* MS SharePoint.
* MS Exchange.
* Any database using ODBC.
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